
Passkey is spelled with a 
lowercase “p”

Joel and Charles



What’s Relevant?



Biometrics
• Facial Recognition research began in 1964 with Woody Bledsoe, Helen 

Chan Wolf and Charles Bisson


• The FBI in the US researched automated fingerprint identification in 1969 
and funded prototypes for scanners in 1975


• Sirovich and Kirby researched using linear algebra for facial recognition in 
1988, which evolved into Eigenface


• Bill Gates predicted the death of the password in 2004


• JWT introduced in 2010



Elsewhere…
• Fernando Corbató conceived of passwords on computers in 1960


• German Helmut Gröttrup patented putting an integrated circuit on a card in 1968


• French Roland Moreno patented secure memory on a “smart card” in 1974


• SecurID was released in 1993 by Secure Dynamics (merged with RSA Data Security)


• AT&T filed a U.S. patent for 2FA in 1996


• RSA introduced SecurID software tokens in 2002


• Yubikey was introduced in 2008


• Duo Security was founded in 2010


• Webauthn proposed and the FIDO Alliance was formed in 2013

https://commons.wikimedia.org/wiki/File:RSA-SecurID-Token.jpg



10 Years Of Biometrics at Apple
• Keychain was released in 1999, for Mac OS 8.6


• The iPhone 5s introduced the first onboard biometric sensor for Apple 
products in 2013


• The Mac got the Touch Bar in 2016


• Face ID was introduced in 2017 on the iPhone X


• Magic Keyboard with Touch ID released in 2021


• Passkey support added in 2022



Passwords, tokens, and 
passkeys



FIDO2 was introduced in 2018



Passkeys are an implementation 
of the FIDO2 standard



Instead of being on hardware, FIDO 
credentials can be on multiple 

devices



They are also cross-platform



WWDC 2022



Google introduced passkey 
support in 2022



Click “Create a Passkey” From  
Accounts -> Security



Click Continue



Give Fingerprint



Get Passkey



Verify From The Accounts Page 



Click the X to Disable



Repeat Process In Chrome



Repeat Process In Chrome

Passkeys Require  
iCloud Keychain, Which 

Only Came To MAIDs 
 In The Past Few Weeks



Repeat Process In Chrome

Each Password 
Manager Needs Its 

Own passkey



But Then - No Need On iPhone



Do you still have a password 
for Google, though?



PINs for biometrics 
&& passwords to get passkeys



Other vendors



Rippling introduced support in 
2023



Log Into Web App



Random App We Don’t 
Endorse



A Typical Flow



Illustrates again, a password 
AND a passkey



Joel’s PassStash



Simple Enough So Far



But We Can’t See Much In 
Keychain Access



The Future of Keychain Access?



In System Preferences



And You Can Share



And You Can Share



Passkeys in Chrome

• Passkeys are managed from Settings -> 
Autofill -> Manage Passkeys


•



Now that it’s in Chrome



But…



Under The Hood



Navigator Endpoints
• Webauthn-ish, with some other options


• navigator.credentials.create: Creates the passkey https://w3c.github.io/
webappsec-credential-management/#dom-credentialscontainer-create 


• navigator.credentials.get: Gets the passkey https://w3c.github.io/
webappsec-credential-management/#dom-credentialscontainer-get 


• These are well documented, so… 


• Let’s make a Chrome Extension

https://w3c.github.io/webappsec-credential-management/#dom-credentialscontainer-create
https://w3c.github.io/webappsec-credential-management/#dom-credentialscontainer-create
https://w3c.github.io/webappsec-credential-management/#dom-credentialscontainer-create
https://w3c.github.io/webappsec-credential-management/#dom-credentialscontainer-get
https://w3c.github.io/webappsec-credential-management/#dom-credentialscontainer-get


The Listener



A Pop-up On navigator.credentials.create



A Manifest That Includes “webRequest”



And A Script



Load The Extension



Make The Passkey Again



Now Let’s Allow For Arbitrary Passkey Entry



Paste In The Passkey From The .json



Give Fingerprint



What’s Cool About Browser 
Extensions…



Some Password Managers Use Them



See How Others Handle Them



See them all

https://github.com/krypted/extensionsmanager/tree/main



Buuuuut…



We have thoughts…



The Genesis Problem



Legacy flows vs New flows



Are passkeys actually more 
phishing resistant



Only one autofill provider at a 
time



Developers don’t have to do 
some things…



Can a user with a personal Apple ID later sign 
in with MAID and get passkeys? 

The MAID must be the primary account holder



The identity ecosystem: 
Passwords, Platform SSO, keys, 

certificates, and passkeys (oh my)



That One Takeaway



Further Reading



Some Apple passkey docs

• https://developer.apple.com/passkeys/  


• https://developer.apple.com/documentation/authenticationservices/
aspasskeycredentialidentity?changes=_2__9&language=objc 


• https://developer.apple.com/documentation/authenticationservices/
ascredentialproviderextensioncontext/4172624-completeassertionrequest 


• https://developer.apple.com/forums/thread/731615 

https://developer.apple.com/passkeys/
https://developer.apple.com/documentation/authenticationservices/aspasskeycredentialidentity?changes=_2__9&language=objc
https://developer.apple.com/documentation/authenticationservices/aspasskeycredentialidentity?changes=_2__9&language=objc
https://developer.apple.com/documentation/authenticationservices/ascredentialproviderextensioncontext/4172624-completeassertionrequest
https://developer.apple.com/documentation/authenticationservices/ascredentialproviderextensioncontext/4172624-completeassertionrequest
https://developer.apple.com/forums/thread/731615


Useful Links
• Webauthn.guide: Webauthn documentation 


• Webauthn.io: Reference implementation for testing


• Matt Miller from Cisco && webauthn.io: https://podcast.macadmins.org/
2023/02/27/episode-304-webauthn-and-webauthn-io/


• Directory of sites that support Passkeys: https://passkeys.directory/ 


• See Extensions: https://github.com/krypted/extensionsmanager


• See passkey stuffs: https://github.com/krypted/webauthn-inspector 

http://webauthn.io
https://podcast.macadmins.org/2023/02/27/episode-304-webauthn-and-webauthn-io/
https://podcast.macadmins.org/2023/02/27/episode-304-webauthn-and-webauthn-io/
https://podcast.macadmins.org/2023/02/27/episode-304-webauthn-and-webauthn-io/
https://passkeys.directory/
https://github.com/krypted/extensionsmanager
https://github.com/krypted/webauthn-inspector

