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O @] Extensions Manager

Q

Name Vendor Type Status Path Versicn SDK

Marstait Marstan App txtension NoOt Installed [Applications/Marstait.app/iontents/Flugins/Marstdir... 4.6.3 com.apple.share-services
Microsoft Edge Widgets  Microsof... App Extension Installed [Applications/Microsoft Edge.app/Contents/Plugins/Mic... 99.0.1... com.apple.widgetkit-extension
MindNcde Intents Ext... MindNode App Extension Installed [Applications/MindNode.app/Contents/Plugins/MindNo... 202311 com.apple.intents-service
MindNode QuickLook... MindNode App Extension Installed [Applications/MindNode.app/Contents/Plugins/MindNo... 202311 com.apple.quicklock.preview
MindNcde Thumbnail... MindNode App Extension Installed [Applications/MindNode.app/Contents/Plugins/MindNo... 202311 com.apple.quicklook.thumbnail
MindNode Widget MindNode App Extensicon Installed [Applications/MindNode.app/Contents/Plugins/MindNo... 202311 com.apple.widgetkit-extension
NordPass® Password... NordPass App Extension Installed fApplications/NordPass.app/Contents/Plugins/safariExt... 1 com.apple.Safari.extension
NordPass® Password... AgileBits Google Chrome  Installed 5.2.12

Okta Browser Plugin Okta Ext... App Extension Installed [Applications/Okta Extension App.app/Contents/Plugins...  6.10.0 com.apple.Safari.web-extension
OneDrive File Provider OneDrive App Extension Installed [Applications/OneDrive.app/Contents/Plugins/OneDrive... 23.086... com.apple fileprovider-nonui
OneDrive Finder Integq... OneDrive App Extension Not Installed [Applications/OneDrive app/Contents/Plugins/FinderSy... 23.0€6... com.apple.FinderSync
OneNote Microsof... App Extension Installed [Applications/Microsoft OneNote.app/Contents/Plugins/... 1672 com.apple. share-services
Petal Cite Web Import... Petal Cit... App Extension Installed [Applications/Petal Cite Web Importer.app/Contents/Plu... 2.2 com.apple. Safari.web-extension
Picture-In-Picture picturein... Firefox Extens... Installed [Applications/Firefox.app/Contents/Resources/browser/... 1.0.0

Playmaker - Balanced playmak... Firefox Extens... Not Installed 11.2

Playmaker - Bold playmak... Firefox Extens...  Not Installed 11

Playmaker - Soft playmak... Firefox Extens... Not Installed 11

PointersWidgetExtens... CardPoin... App Extension Installed [Applications/CardPointers.app/Contents/Plugins/Foint... 4.4 com.apple.intents-service
Send to MarsEdit MarsEdit App Extension Not Installed fApplications/MarsEdit.app/Contents/Plugins/Send to M... 4.6.3 com.apple.Safari.extension
Shortcuts Particulars  App Extension Installed [Applications/Particulars.app/Contents/Plugins/Shortcu... 51 com.apple.intents-service
Solflare Wallet Citationsy Google Chrome  Installed 1.43.2

Suspicious Package Suspicio... App Extension Installed [Applications/Suspicious Package.app/Contents/Plugin... 4.0 com.apple.quicklook.preview
System theme — auto default-t... Firefox Extens... Installed 13

Text Toolset Text Tool... App Extension Installed [Applications/Text Toolset.app/Contents/Plugins/TextTo... 12 com.apple . dt.Xcode.extension.source-editor
Twitter Twitter App Extension Installed [Applications/Twitter.app/Contents/Plugins/ShareExten... 9.30 com.apple.share-services
TwitterNotificationSer... Twitter App Extension Installed [Applications/Twitter.app/Contents/Plugins/TwitterNotif... 9.30 com.apple.usernotifications.service
Visionary — Balanced visionary... Firefox Extens...  Not Installed 11.2

Visionary — Bold visionary... Firefox Extens...  Not Installed 11

Visionary — Soft visionary... Firefox Extens...  Not Installed 11

Web Compatibility Int... webcom... Firefox Extens... Installed {Applications/Firefox.app/Contents/Resources/browser... 106.0.0

WebCompat Reporter https://gi... Firefox Extens... Not Installed fApplications/Firefox.app/Contents/Resources/browser/... 1.5.0

Wikipedia (en) wikiped.... Firefox Extens... Installed 11

__MSG_APP_NAME__ Google Chrome  Installed 1.0.06

_MSG_appName__ Google Chrome  Installed 10.29.0

_MSG_application_ti... MicrosoftEdg... Installed 1.0

__MSG_extName__ Google Chrome  Installed 1614

_MSG_extName__ Google Chrome Installed 2.10.0

MSG_nameedge__ MicrosoftEdg... Installed 26.30

eBay ebay@se... Firefox Extens... Installed 1.3

lock Google Chrome Installed

Installed com.apple.AppSSO.idp-extension

Installed

[Users/charlesedge/Library/Developer/Xcode/DerivedD...

App Extension
Google Chrome

nomadssoe
wizdom.ai

23.3.22...

Micrcsoft Edge Extension ( :l
( ) Firefox Extensions ( ?,I

The Return Of Extensions Manager

https://github.com/krypted/extensionsmanager
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Importing Code Into Swift

» Swift Package: Uncompiled folders and files with a specific format and a manifest.
* Library: Code and compiled code that can be imported into a project.

e xcframeworks: Opinionated, compiled code that has private and public structures.

* Apps: Completed/compiled products available for distribution.

 SDK: Collection of artifacts (libraries, frameworks, & documentation) for types of applications.

o Kit: Apple’s manifestation of an SDK.

* Extension: Keyword that extends a type with components, methods, types, etc.



https://www.secret-chest.com/post/
design-patterns-and-technical-
options-when-re-using-swift-code




Some extensions are from
Apple, to be consumed



For those developers write, users
just see the Apps and App
Extensions in final products



O ® EI:] [> If’ ESCAELISR T O CredentialProvider ) @ My Mac

—_— SecretChest-Mac: Ready | Today at 8:08 AM

=) QA Q&0 3 B < nvertible 3 SecretChestDevicesPage SecretChestHomePage 3 EncryptedString 3 CredentialP...wController I8 SecretChest-Mac

lesou! Tags Info Build Settings Build Phases Build Rules

General Signing & Capabilities

SecretChest-Mac

v B3 SecretChest-M
v @ SecretChes

E8 Info + Capability m Debug Release
> @8 config PROJECT
> @8 app SecretChest- Signing
> @ CredentialProvider M
> mm Packages - TARGETS

> @s SecretChest-MacTests

> & -
mm SecretChest-MacUITests N

> &8 Products Bundle Identifier io.secretchest.SecretChest-Mac.CredentialProvide
& SecretChest-MacTe...

The App Extension

SecretChest-Mac Team Charles Edge

> = Frameworks
®0 SecretChest-MacUL... macOS

Package Dependencies Provisioning Profile Xcode Managed Profile ©

AsyncAlgorithms 0.0.1 Signing Certificate Apple Development: Charles Edge (BET7R86652)
AuthO 2.1.0

Bigint 5.3.0

CollectionConcurrencyKit ...

# App Groups

EagerOrLazy 0.1.0
EmptyCodableModule 0.1.0
ErrorMessage 0.1.2

App Groups Z9HV438N39.group.io.secretchest.SecretChest-

ExpressionErgonomics 0.2.9 -+ —
FlameStride 0.1.1

FoundationToolkit 0.3.3 ;) App Sandbox

JWTDecode 2.6.3

NOTDONE 0.1.0 Network [ Incoming Connections (Server)
ProperValueType 0.1.0 Outgoing Connections (Client)

ReferenceType 0.1.1 Hardware = Camera

RESTAPIToolkit 0.1.7 Audio Input
USB

Printing
SwiftUIToolkit 0.1.6 L@ Bluetooth
Testable 0.1.2 R -
UnwrapOrThrowOperator 0O... e
VerboseEquatable 0.1.4

XCTestToolkit 0.1.3

SimpleKeychain 0.12.5

v v v v v v v v v v v v v v v v v v v v
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SecretChest.app

Name

v B Contents
> B _CodeSignature
> B _MASReceipt

Info.plist
> B MacOS

B Pkginfo
v B8 Plugins

& CredentialProvider-macOS.appex
> B Resources




CredentialProvider

¥

SecretChest...
iCloud Keychain...

Cancel Return Example Password




& { Extensions

Q  autofill Added extensions

Sharing, Finder extensions

. Extensions

Password AutofFill Actions

Extensions Markup
Extensions

Finder extensions
My Touch ID & Password OneDrive

Touch ID

Touch ID & Password Photos editing

Markup

Quick Look
Not Enabled

Sharing

Contact Suggestions, Add to Photos, AirDrop, Dropbox Transfer, Mail,
Messages, Notes, Open in News, Reminders, Simulator, Copy Link, Add to
Reading List

Password AutoFill
CredentialProvider

Xcode Source Editor
Not Enabled

Finder
Quick Actions, Preview




Name

v B Contents

\ -
4

B _CodeSignature
A Info.plist
B MacOS

7] SuspiciousPackagePreviewExtension
~ B Resources
v B en.lproj

B Localizable.strings

> BB fr.lproj

E

4 EH Info

EB Info ) No Selection

Key

v Information Property List

'

v

BuildMachineOSBuild
Default localization

Bundle display name
Executable file

Bundle identifier
InfoDictionary version
Bundle name

Bundle OS Type cade
Bundle version string (short)

CFBundleSupportedPlatforms
Iltem Q

Bundle versian

DTCompiler
DTPlatformBuild
DTPlatformName
DTPlatformVersion
DTSDKBuild

DTSDKName

DTXcode

DTXcodeBuild

Minimum system version
MRSAssetCatalogDeploymentTarget
NSExtension

> NSExtensionAttributes

NSExtensionPointldentifier

€Y > L3>3 (3 (X 3L O O

L3 LD DL O OO

B Info.plist

Array
String

String
String
String
String
String
String
String
String

String
Dictionary
Dictionary
String

Value

(23 items)

19H1323

English

Suspicious Package
SuspiciousPackagePreviewExtension
com.mothersruin.SuspiciousPackageApp.QLPreview
6.0
SuspiciousPackagePreviewExtension
XPC!

4.0

(1 item)

MacOSX

826
com.apple.compilers.llym.clang.1_0
12D4e

macosx

11.1

20C63

macosx11.1

1240

12D4e

10.14

10.14

(3 items)

(2 items)

com.apple.quicklook.preview

NSExtensionPrincipalClass String MRS SuspiciousPackagePreviewExtensionViewController

Caopyright (human-readable) Copyright ©@ 2008-2021, Randy Saldinger, dba Mothers Ruin Softw




& © node-v16.13.0.pkg (1  Open with Installer

DEVELOPER ID SOFTWARE + DISTRIBUTION ARCHIVE

Previously installed on M Macintosh HD using macOS Installer — April 25, 20...

Installs 3,246 items — 168.5 MB on disk

SEEEEERIE signed by "Developer ID Installer: Node.js Foundation (HX773...

Notarized by Apple
Runs 2 install scripts
Installs natively on Apple Silicon or Intel

Downloaded by Safari — November 24, 2021 at 2:35 AM

~ Open with Suspicious Package




charlesedge@CE-MacBook-Pro ~ % systemextensionsctl list
0 extension(s)
charlesedge@CE-MacBook-Pro ~ %

charlesedge@CE-MacBook-Pro ~ % pluginkit -mAvvv -p com.apple.authentication-services-credential-provider-ui \
| grep Path | grep -0 '/.*'
/Applications/SecretChest.app/Contents/PlugIns/CredentialProvider-macOS.appex




@ { Passkeys Access for Web Browsers

Q, passkey

@ Passwords

Passkeys
Passwords

Privacy & Security

Allow web browsers to

use passkeys
Privacy & Security

Applications that have requested access to see
which websites and apps you have saved
passkeys for will appear here.




But | just needed to make
some of my QA tasks simpler



To future proof systems,
understand how they came to be



The Apple Il was the crowning
achievement of the hobbyist
movement
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People explored with type-in
programs




Then came the Macintosh

Image Courtesy of: https://commons.wikimedia.org/wiki/File:Macintosh_SE_b.jpg



GUIs made computers more
about utility




The Macintosh 512K In 1985
Had A 20MB Hard Drive



Enter the kernel



File Edit Uiew Label Special

1

| Mame

| P O Apple Menu ltems
1 Clipboard
| P Control Panels
| P Extensions
[l Finder
> [ Fonts
> O Preferences
[ Scrapbook File
> [ Startup ltems

R

! System Enabler 003

......

.........
.......................................................
...........................
''''''''''''''''''''''''''''''''''''''''''''

----------------------

Size Kind

—  folder
zero K file

—  folder

—  folder
STeK file

— folder

— folder
32K file

— folder

1 008K suitcase
16K file

....................
IR RRRASREEEEE R IR R R T
...........................................................................................................
........................................

Shared Library Ma...

document
=u<tem extension

MM M I T T

R O O O I—————————————————
System Folder

- e oCTee

Label Last Modified

— sSun, Apr 22, 192
— Sun, Apr 22, 192
- Sun, Apr 22, 192
- Sun, Apr 22, 192
— Sun, Apr 22, 192
— Mon, Aug 27, 195
- Sun, Apr 22, 192;
— Thu, Apr 25, 1997
2 Sat, Apr 14, 1922
— Sun, Apr 22, 192:¢
— Mon, Aug 27, 1954

Mon, Now 24, 1997, 12:00 PM
Mon, Nov 24, 1997, 12:00 PM
Mon, Aug 27, 1956, 1:02 PM



{ > System =2 s, N D @ v Q
Name »~  Date Modified Size Kind
> [ IntelligencePlatform Mar 24, 2023 at 8:26 PM -- Folder
> T InternetAccounts Mar 24, 2023 at 8:26 PM -- Folder
> Isp Mar 24, 2023 at 8:26 PM --  Folder
> T Jet Mar 24, 2023 at 8:26 PM -- Folder
> 71 KerberosPlugins Mar 24, 2023 at 8:26 PM -- Folder
> T KernelCollections Mar 24, 2023 at 8:26 PM -- Folder
v [ Kernels Mar 24, 2023 at 8:26 PM -~ Folder
" | kernel Mar 24, 2023 at 8:26 PM Unix Ex...able File
kernel.release.t6000 Mar 24, 2023 at 8:26 PM 14 MB Document
kernel.release.t6020 Mar 24, 2023 at 8:26 PM 14 MB Document

kernel.release.t8103

Mar 24, 2023 at 8:26 PM 14 MB Document
Mar 24, 2023 at 8:26 PM 13.8 MB Document
Mar 24, 2023 at 8:26 PM 13.2 MBE Document

kernel.release.t8112

kernel.release.vmapple

> 71 Keyboard Layouts Mar 24, 2023 at 8:26 PM -- Folder
> I Keychain Mar 24, 2023 at 8:26 PM --  Folder
> T Keychains Mar 24, 2023 at 8:26 PM --  Folder
> 7 LASecurelO Mar 24, 2023 at 8:26 PM -- Folder
> 7 LaunchAgents Mar 24, 2023 at 8:26 PM --  Folder



INITS

Hackers experimented with the System suitcase and Finder file in System
There was an INIT loader (like /etc/rc) that searched for resources at boot

Developers figured out how to use ResEdit, to edit the resource fork of the
System suitcase to INIT their own code

Could INIT 32 files by dropping them in the System folder

Thus we got Desk Accessories



Desk Accessories to Extensions

 Desk Accessories were written to be drivers, but could call SystemTasks
By System 6, suitcases stored fonts and Desk Accessories

 DA/Mover could move Desk Accessories

 Developers (and Apple) could create Control Panels as well

 Some Control Panels were hybrid extensions



[ System Update

System 7

The LC lll Era

e File Edit Uiew Label Special
e
=1 — Extensions
11 Name * Size Kind Label Last Modified
0 Apple CD-ROM 96K system extension  — Fri, Jan 17, 1997, 12:00 PM
[0 Apple Photo Access 160K system extension - Mon, Jun 12, 19935, 12:00 PM
[0 AppleShare 80K Chooser extension — Mon, Aug 17, 1992, 12:00 PM
[0 Audio CD Access 16K system extension - Mon, Jun 12, 1995, 12:00 PFM
[0 EtherTalk Phase 2 16K system extension  — Thu, Aug 13, 1992, 12:00 PM
[} EtherTalk Prep 32K system extension  — Thu, Aug 13, 1992, 12:00 PM
[ File Sharing Extension 176K system extension - Mon, Adug 17, 1992, 12:00 PM
[ Finder Help 40K file = Thu, Aug 27, 1992, 12:00 PM
[ Foreign File Access 40K system extension  — Mon, Jun 19, 1995, 12:00 PM
[ High Sierra File Access 24K system extension - Mon, Jun 19, 1995, 12:00 PM
) IS0 2660 File Access 24K system extension — Mon, Jun 19, 1995, 12:00 FM
96K system extension  — Thu, Aug 27, 1992, 12:00 PM
[ Open Tpt ATalk 68K Libr... 288K Shared Library Ma... — Mon, MNov 24, 1997, 12:00 FM
[ Open Tpt Inet 68K Library 376K Shared Library Ma... — Mon, Mov 24, 1997, 12:00 PM
[ Open Transport 68K Libr... 472K Shared Library Ma... — Mon, Mov 24, 1997, 12:00 PM
[ OpenTransportlLib 68k 64K document - Mon, Now 24, 1997, 12:00 PM
[ Record Button SK systemn extension — Mon, Aug 27, 1956, 1:02 PM
[ Shared Library Manager 168K system extension — Wed, Aug 14, 1996, 12:00 PM
|1 Sound Manager S0K suystem extension - Mon, Aug 27, 1956, 1 :02 PM
24K system extension — Mon, Aug 27, 1956, 1:02 PM




4 Library = < &, M » Q
Name A  Date Nodified Size Kind

> I DuetknowledgeBase Mar 24, 2023 at 8:26 PM -- Folder

> [ ExtensionKit Mar 24, 2023 at 8:26 PM --  Folder

v B Extensions Mar 24, 2023 at 8:26 PM
acfs.kext Mar 24, 2023 at 8:26 PM 3 KB Kernel Extension
acfsctl.kext Mar 24, 2023 at 8:26 PM 3 KB Kernel Extension
AFKACIPCKext kext Mar 24, 2023 at 8:26 PM 9 KB Kernel Extension
afpfs.kext Mar 24, 2023 at 8:26 PM 5 KB Kernel Extension
AFTK_Kext.kext Mar 24, 2023 at 8:26 PM 3 KB Kernel Extension
AGXFirmwareKextG13GRTBuddy.kext Mar 24, 2023 at 8:26 PM 4 KB Kernel Extension
AGXFirmwareKextG13XRTBuddy.kext Mar 24, 2023 at 8:26 PM 4 KB Kernel Extension
AGXFirmwareKextG14GRTBuddy.kext Mar 24, 2023 at 8:26 PM 4 KB Kernel Extension
ACGXFirmwareKextG14PRTBuddy.kext Mar 24, 2023 at 8:26 PM 4 KB Kernel Extension
AGXFirmwareKextG14XRTBuddy.kext Mar 24, 2023 at 8:26 PM 4 KB Kernel Extension
AGXFirmwareKextRTBuddys4 kext Mar 24, 2023 at 8:26 PM 4 KB Kernel Extension
AGXG13G. kext Mar 24, 2023 at 8:26 PM 6 KB Kernel Extension
AGXG13X kext Mar 24, 2023 at 8:26 PM 6 KB Kernel Extension
AGXG14G.kext Mar 24, 2023 at 8:26 PM 6 KB Kernel Extension
AGXG14X kext Mar 24, 2023 at 8:26 PM 5 KB Kernel Extension
AGXGPURawCounterBundle.bundle Mar 24, 2023 at 8:26 PM 3 KB bundle
AGXMetal13_3.bundle Mar 24, 2023 at 8:26 PM 5.7 MB bundle
AGXMetalG13X.bundle Mar 24, 2023 at 8:26 PM 10.4 ME bundle
AGXMetalG14G.bundle Mar 24, 2023 at 8:26 PM 5.7 MB bundle
AGXMetalG14X.bundle Mar 23, 2023 at 8:26 PM 7.3 MB bundle
ALF.kext Mar 24, 2023 at 8:26 PM 4 KB Kernel Extension
AMD9500Controller.kext Mar 24, 2023 at 8:26 PM 23 KB Kernel Extension
AMD10000Controller.kext Mar 24, 2023 at 8:26 PM 21 KB Kernel Extension
AMDFramebuffer.kext Mar 24, 2023 at 8:26 PM 4 KB Kernel Extension
AMDMTLBronzeDriver.bundle Mar 24, 2023 at 8:26 PM 108 KB bundle
AMDRadecnServiceManager.kext Mar 24, 2023 at 8:26 PM S KB Kernel Extension
AMDRadecnVADriver.bundle Mar 24, 2023 at 8:26 PM 2 KB bundle
AMDRadeonVADriver2.bundle Mar 24, 2023 at 8:26 PM 2 KB bundle
AMDRadecnX4000.kext Mar 24, 2023 at 8:26 PM 6 KB Kernel Extension
AMDRadeonX4000GLDriver.bundle Mar 24, 2023 at 8:26 PM 1.5 MB bundle
AMDRadeonX4000HWServices. kext Mar 24, 2023 at 8:26 PM 17 KB Kernel Extension
AMDRadeonX5000.kext Mar 24, 2023 at 8:26 PM 11 KB Kernel Extension
AN adaan VENNA Meine hindia Liae 79 ANAD at 04AC NN Y AIN hondla

oday

/System/Library/Extensions



Less of the Wild Wes

Early extensions had a resource type of INIT as well

The boot loader showed extension icons at boot time see-4

Extensions could try to run in the same part of the system - conflicts
Jeff Robin (who later wrote Sounddam) then wrote Conflict Catcher

Macintosh System 7.5 added a graphical interface called Extensions
Manager (a name that should sound familiar)



Extensions Manager
Circa 1991

File Edit View Label Special

—— EHtensi

ons Manager

Use this control panel 1o turn
off problematic extensions so
you will be able to boot your
Macintosh correctly.

Warning: Incorrect use of
this control panel may cause
problems with your Macintosh.

Sets: All On ¥ |

Extensions

v’ Apple CD-ROM

v* Apple Guide

v" AppleSeript™

v AppleShare

v “olor Picker

v Color SV 2400

v Color SY Pro

v~ ColorSync™

v Energy Saver Extension
v File Sharing Extension
v Find File Extension

v Finder Scripting Extension
v’ Foreign File Access

v’ Image'Wwriter

v’ Laser'writer

v Laser'Writer 300

v' LaserWriter &

v Printer Share

v PrainitMonitar

Power Mac 7200 & 9500 Read Me

hvg
SimpleText




Maturing Classic Extension Types

* Application Program (APPL): Programs that lived in the Extensions folder
 Chooser Extensions: Network handlers, printers, scanners, etc
 Communications Toolbox (cbnd/fond/tbnd): Custom socket handlers
 Document: Document handlers (e.g. Sherlock)

e Library (libr/shlb): Shared libraries and open transport

o System Extension: Described on the next slide



Classic System Extensions

Background Application (appe): Think of these as services or launchd
items now

Component (thng): Shared code dynamically loaded when needed.
Driver (comd for 68000 systems and ndrv for PowerPC): Drivers

INIT (INIT): Modifies system resources at startup and can talk directly to
the kernel (similar to what later kernel extensions were).

Scripting (scri): Never used this, just read it exists in documentation.



The list grew to include hundreds
from Apple and third parties




But conflicts...



Management?



At Ease (1992-1998)

45ing At Ease 3.0 with System 75

At Ease 30 is compatible with System 75 i
™) OWeVeI.’ SO

oth.er feafures of .Syste.m 1.5 may work difie e
This section provides information on th rej,mly while A Earo\ PaNels g
Macintosh Guide, available in the Guidese d

these topics. ¢ (@) meny, ¢, e

Extensions Manager

You cannot change the settings in this control panel while At Ease 30 is
running. |

Find File
When At Easg




Then Came OS X



Two Mach-based projects
became one



Copland

Developers knew the limitations the original Mac team had baked in
Apple developed a kernel called Nukernel based on Mach

Copland was a “failed” project that introduced protected memory that
would eventually lead to multithreading

Apps could invoke a new thread as a separate process in protected
memory that could communicate with the kernel, akin to kernel extensions

Apple released Mac OS 8 instead and bought NeXT



The NeXT Legacy

UNIX was initially free but AT&T then Novell got cranky about licensing
after BSD extended Unix and redistributed their work with the BSD license

The Mach micro-kernel was written at Carnegie Mellon University by
Richard Rashid and Avie Tevanian

Existing BSD 4.3 code provided compatibility with other Unix variants

The gist: Mach + BSD + Nukernel (also Mach-based) evolved to XNU, the
hybrid kernel in modern Apple operating systems



Plipes

With Mach came Unix Pipes; data could move between programs

Tasks, message queues, memory management, etc gave Mach object
oriented multiprocessing capabilities.

Less monolithic but with interprocess communications (IPC), which evolved

to xpc ( see https://knight.sc/reverse engineering/2020/03/20/audit-tokens-
explained.html for XPC security)

Services could be piped system wide

NeXTSTEP got Objective-C as a programming language and what the
developers called kits to provide an extensible application layer



Favorites

32 Bootstrappers Dro...
@) AirDrop

@ Recents

A Applications

® Downloads

On My Mac

B3 Podcasterating

B3 Creative Cloud Files

iCloud
¢ iCloud Drive

(Y Documents
[= Desktop

9 Shared

£5 Podcasterating

Locations

OK Computer =
& Macintosh HD

@ OneDrive

@ Network

Tags
® Red

® CGray
® Blue
O install

@ Yellow

> ExtensionKit

I
<

Name ~

v [ ExtensionPoints

com.apple.authentica...|-provider-ui.appexpt
com.apple.extensionkit.appexpt
com.apple.Safari.content-blocker.appexpt
com.apple.Safari.extension.appexpt
com.apple.Safari.web-extension.appexpt

v @ Extensions

LJ AboutExtension.appex

AccessibilitySettingsExtension.appex

M AirDrop & Handoff.appex

(@ Appearance.appex
AppExtensionManagement.appex

L ApplelDSettings.appex

£ Bluetooth.appex

CDs & DVDs Settings Extension.appex

| ClassKitSettings.appex

@ ClassroomSettings.appex

5J ControlCenterSettings.appex

& DateAndTime Extension.appex

B DesktopSettings.appex

£3 DisplaysExt.appex

LJ Extensions.appex

= FamilySettings.appex

FocusSettingsExtension.appex

& FollowUps.appex

& GameCenterMacOSSettingsExtension.appex

() GameControllerMacSettings.appex
HeadphoneSettingsExtension.appex

@ Internet Accounts.appex

J KeyboardSettings.appex

Localization.appex

) LockScreen.appex

£ Loginitems.appex

) Mouse.appex

Network.appex

v M »

Date Modified

Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM

Mar 24, 2023 at 8:26 PM

Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM
Mar 24, 2023 at 8:26 PM

Q Search
Size
2 KB
399 bytes
1KB
2 KB
2 KB

1.6 MB
15 MB
1.1 MB
1.6 MB
172 KB
2.4 MB
1.9 MB
470 KB
1.5 MB
2.4 MB
1.4 MB
1MB
2.1 MB
5.7 MB
1.1 MB
1.4 MB
738 KB
339 KB
657 KB
2.7 MB
1.5 MB
1.3 MB
3.3 MB
1.5 MB
1MB
550 KB
23.5 MB
8 MB

Kind

Folder

Document
Document
Document
Document
Document

Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension
Applica...xtension




More capabillities are better to
help recruit developers



But kernel extensions were
fairly complicated




Kernel Extensions

Kernel tasks weren’t officially supported

Kernel extensions were added to expose various kernel data structures
Users relied on kernel extensions so kernel advancements slowed

Apple supported Kernel Programming Interfaces in 10.4 (Tiger) as part of the

Kernel Authorization subsystem (kauth) https://developer.apple.com/library/
archive/technotes/tn2127/ index.html

10.4 brought kernel “concurrency” (no more kernel locking, so better for multi-CPU
computers)

These were mostly device, file, and network I/0O tasks


https://developer.apple.com/library/archive/technotes/tn2127/_index.html
https://developer.apple.com/library/archive/technotes/tn2127/_index.html

Conflict Catcher for Mac OS X
was never released



Instead
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With Unix underneath, Mac OS
X became a hacker OS




Developer Relations didn’t
have much recourse yet...



Then Came 10S in 2007
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Remember The Simple Finder?



Modernized
—

App Store Contacts Calendar Reminders Notes

FaceTime Messages Photo Booth Photos Preview

' 1

Podcasts Voice Memos GarageBand Numbers Keynote

N N

Stocks Dictionary Calculator

‘
. —
! ‘ d y o < 4
. ___.»' _ \

Mission Control System Settings Xcode-old Tor Browser iMovie

¥ J % dll T




10S didn’t support kernel
extensions




The Application Sandbox came
to the Mac in 10.7 (2011)

IrJ E:”tnenswn Manager Extension Manager> B My Mac Ar
g < AppDelegate Extensions (¥} ExtensionManager ExtensionStore

Extension Manager ) @ Extension Manager ) & App ) {} ExtensionManager ) No Selection

Key Type Value

v Entitlements File (2 items)
App Sandbox C NO
Access User Selected Files (Read Only) C YES



But its origins lie in the “TrustedBSD
MAC Framework: Extensible Kernel

Access Control” (2000)

https://ieeexplore.ieee.org/document/1194871



https://ieeexplore.ieee.org/document/1194871

As bandwidth increased, most
apps talked to rest endpoints, not
through sockets



Cryptographic Signing became
more pervasive
(thank you CryptoKit)




MDM required a certificate




Soon, access to certain APIs,
libraries, kits, etc had to be signhed



Powerful APls needed to be
protected



10S 2 gave us entitlements in 2008,
which came to the Mac in 2011



Code signing, notarization,
sandbox profiles, and attestation
frameworks matured




Now, Apple could revoke
certificates for bad behavior



The marketing term for some of
this became Gatekeeper



The importance of rootless
(expanded to SIP) - 2015



What good is SIP if a kernel
extension can trespass anywhere?



Example: Managed Open In
and supervision



User Accepted Kernel
Extension Loading in 10.13



There’s always backlash



> Hey, what gives
you the right )




Apple forged on, with Privacy
Preferences Policy Control



But the path we’re on followed
the same route it did in System 8



Which brings us to Part li:
The Present



In the meantime...



Apple has provided us with a
manicured sandbox




{ SecretChest

Allow notifications
SecretChest

None Banners Alerts

Banners appear in the upper-right corner and go away automatically. Alerts
stay on screen until dismissed.

Show notifications on lock screen

Show in Notification Center

Show previews Default

Notification grouping Automatic




There are the privacy && security
Issues with what extensions can
access




So It’s on developers to surface the
level of telemetry we want to give




few extra lines of code...

extension Interface_ReadableMainActorValue<(any Interface_LocalSecretChestInstance)?> {

public func fetchPasswordForCredentialProviderExtension
(credentialldentity: ASPasswordCredentialldentity,
extensionContext: ASCredentialProviderExtensionContext)
-> AnyProcedure<Void> {

Name("\(#function)") {
self
.getCurrentValue
.unwrap(orThrow: "The extension has no instance to use for fetching the password.")
.flatMap { secretChestInstance in
secretChestInstance
.loggedInSecretChest
.waitUntilNotNil()
.flatMap { loggedInInstance 1in k
loggedInInstance
.fetchInternetPassword(
for: .init(credentialldentity)
)
.flatMap { password in
loggedInInstance
.disableNearbyInteraction
.map { _ in extensionContext.complete(with: password) }



& SecretChest

Close
Nearbylnstancelnteraction =
2
RawNearbyInstanceManager '~ AdvertiserManager '~ BrowserManager -
setupTopLevelDisplay
waitUntilNotNil(timeout:) £  then ()
1
setupSubscription then tryToProduceQutput(using:retryOnEachPublishFrom:timeout:) {3

Optional<ProductionLocalSecretChestinstance> o Optional<ProductionLocalSecretChestinstance> |

o startupTasks

Close

MainActorValueMaodule_main_actor_value.MainActorValue<Swift.Dictionary<interface_nearby_secret_chest_interaction.NearbySecretChestl
D, interface_nearby_secret_chest_interaction.Interface_NearbySecretChest>>(fetchValue: (Function)), retentionUntilDeinit:
MainActorValueModule_main_actor_value_source.MainActorValueSource<Swift.Array<Any=>>), pushNotificationSender:
production_secret_chest_push_notification_sender.ProductionSecretChestPushNotificationSender(awsSNSClient: AWSSNS.SNSClient,
userDevicesManager: production_user_devices_manager.ProductionUserDevicesManager(userDevices: (Extended Existential)))))),
locallnstallationParticipant: installation_participant.InstallationParticipant(devicelD: C2D3E766-023A-41C1-98A4-BD4DD138217 3,
instanceType: secret_chest_instance_type.SecretChestinstanceType.mainApp, secureEnclave:
local_secure_enclave.LocalSecureEnclave(_encrypt: (Function), _decrypt: (Function)), shardStorage:
local_shard_storage.LocalShardStorage(_storeShard: (Function), _fetchShard: (Function), _deleteShard: (Function), _wipeShards:
(Function)), installationMapStorage: local_installation_map_storage.LocallnstallationMapStorage(locallyStoredinstallationMaps:
MainActorValueMaodule_main_actor_value_source.MainActorValueSource<Swift.Dictionary<internet_password_identity.InternetPassword|de
ntity, installation_maps.InternetPasswordInstallationMap>>, autofillSuggestionsSetter:
local_autofill_suggestions_setter.LocalAutofillSuggestionsSetter(store: local_autofill_identity_store.LocalAutofillldentityStore(systemStore:
<ASCredentialldentityStore: Ox6000034561d0>)))), locallnstallationMapStorage:
local_installation_map_storage.LocallnstallationMapStorage(locallyStoredinstallationMaps:
MainActorValueModule_main_actor_value_source.MainActorValueSource<Swift.Dictionary<internet_password_identity.InternetPassword|de
ntity, installation_maps.InternetPasswordInstallationMap>>, autofillSuggestionsSetter:
local_autofill_suggestions_setter.LocalAutofillSuggestionsSetter(store: local_autofill_identity_store.LocalAutofillldentityStore(systemStore:
<ASCredentialldentityStore: 0x6000034561d0>))), localShardStorage: local_shard_storage.LocalShardStorage(_storeShard: (Function),
_fetchShard: (Function), _deleteShard: (Function), _wipeShards: (Function)), _locallyStoredInstallationMaps:

. -
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SECRET CHEST

DASHBOARD

FPROVIDER CONFIG

USER

SECRETS

GRQUPS

PINCODE

Logs

Module Name

UsersDevicelist
UsersDevicelist
UsersDevicelist
UsersDevicelist

UsersDevicelist

Updated Time

05/16/2023 : 12.49PM

05/16/2023 : 12:49PM

05/16/2023 : 12:49PM

05/16/2023 : 12:49PM

05/16/2023 : 12:49PM

API

GET /auth/users/device/list

GET /auth/users/device/list

GET fauth/users/device/list

CET /auth/users/device/list

GET /auth/users/device/list

I
|~
I

10 Next »

Status

‘» Success

T Success

M Success

™ Success

™ Success




O @] Extensions Manager
Q
Name Vendor Type Status Path Versicn SDK
Marseait Marstan App txtension NoOt Installed [Applications/Marstait.app/lContants/Fiugins/Mmarstait... 4.6.3 com.apple.share-services
Microsoft Edge Widgets  Microsof... App Extension Installed [Applications/Microsoft Edge.app/Contents/Plugins/Mic... 99.0.M1... com.apple.widgetkit-extension
MindNode Intents Ext... MindNode App Extension Installed [Applications/MindNode.app/Contents/Plugins/MindNo... 202311 com.apple.intents-service
MindNcde QuickLook... MindNode App Extension Installed [Applications/MindNode.app/Contents/Plugins/MindNo... 202311 com.apple.quicklook.preview
MindNode Thumbnail... MindNode App Extension Installed fApplications/MindNode.app/Contents/Plugins/MindNo... 202311 com.apple.quicklock.thumbnail
MindNcde Widget MindNode App Extension Installed fApplications/MindNode.app/Contents/Plugins/MindNo... 202311 com.apple.widgetkit-extension
NordPass® Password... NordPass App Extension Installed [Applications/NordPass.app/Contents/Plugins/safariExt... 1 com.apple.Safari.extension
NordPass® Password... AgileBits Google Chrome  Installed 5.2.12
Okta Browser Plugin Okta Ext... App Extension Installed [Applications/Okta Extension App.app/Contents/Plugins...  6.10.0 com.apple.Safari.web-extension
OneDrive File Provider OneDrive App Extension Installed [Applications/OneDrive.app/Contents/Plugins/OneDrive... 23.066... com.apple fileprovider-nonui
OneDrive Finder Integ... OneDrive App Extension Not Installed [Applications/OneDrive.app/Contents/Plugins/FinderSy... 23.0€6... com.apple.FinderSync
OneNote Microsof... App Extension Installed [Applications/Microsoft OneNote.app/Contents/Plugins/... 16.72 com.apple. share-services
Petal Cite Web Import... Petal Cit... App Extension Installed [Applications/Petal Cite Web Importer.app/Contents/Plu... 2.2 com.apple. Safari.web-extension
Picture-In-Picture picturein... Firefox Extens... Installed [Applications/Firefox.app/Contents/Resources/browser/... 1.0.0
Playmaker - Balanced playmak... Firefox Extens... Not Installed 11.2
Playmaker - Bold playmak... Firefox Extens... Not Installed 11
Playmaker - Soft playmak... Firefox Extens... Not Installed 11
PointersWidgetExtens... CardPoin... App Extension Installed fApplications/CardPointers.app/Contents/Plugins/Point... 441 com.apple.intents-service
Send to MarsEdit MarsEdit App Extension Not Installed [Applications/MarsEdit.app/Contents/Plugins/Send to M... 4.6.3 com.apple.Safari.extension
Shortcuts Particulars  App Extension Installed [Applications/Particulars.app/Contents/Plugins/Shortcu... 51 com.apple.intents-service
Solflare Wallet Citationsy Google Chrome  Installed 1.43.2
Suspicious Package Suspicio... App Extension Installed [Applications/Suspicious Package.app/Contents/Plugin... 4.0 com.apple.quicklook.preview
System theme — auto default-t...  Firefox Extens... Installed 13
Text Toolset Text Tool...  App Extension Installed [Applications/Text Toolset.app/Contents/Plugins/TextTo... 12 com.apple.dt.Xcode.extension.source-editor
Twitter Twitter App Extension Installed [Applications/Twitter.app/Contents/Plugins/ShareExten... 9.30 com.apple.share-services
TwitterNotificationSer... Twitter App Extension Installed [Applications/Twitter.app/Contents/Pluglins/TwitterNotif... 9.30 com.apple.usernotifications.service
Visionary — Balanced visionary...  Firefox Extens...  Not Installed 11.2
Visionary — Bold visionary...  Firefox Extens...  Not Installed 11
Visionary — Soft visionary...  Firefox Extens...  Not Installed 11
Web Compatibility Int... webcom... Firefox Extens... Installed /Applications/Firefox.app/Contents/Resources/browsery... 106.0.0
WebCompat Reporter https://gi... Firefox Extens... Not Installed /Applications/Firefox.app/Contents/Resources/browser/... 1.5.0
Wikipedia (en) wikiped.... Firefox Extens... Installed 11
_MSG_APP_NAME__ Google Chrome  Installed 1.0.06
_MSG_appName__ Google Chrome  Installed 10.29.0
_MSG_application_ti... MicrosoftEdg... Installed 10
__MSG_extName__ Google Chrome  Installed 1614
_MSG_extName__ Google Chrome Installed 2.10.0
MSG_nameedge__ MicrosoftEdg... Installed 26.30
eBay ebay@se... Firefox Extens... Installed 1.3
lock Google Chrome  Installed
nomadssoe App Extension Installed fUsers/charlesedge/Library/Developer/Xcode/DerivedD... com.apple.AppSSO.idp-extension
wizdom.ai Google Chrome Installed 23.3.22...

Snow All Show Thirdparty Extensicns (: Show Uninstalled System Extension Micrcsoft Eage Extension ()

Refresh

(\] Firefox Extensions ()

Network Extensions Systam Extensions Gocgle Chrome Extensions

https://github.com/krypted/extensionsmanager
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