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A Brief History Of Time



2008



|srael Invades the
Gaza Strip



North Korea Claims
Denuclearization



Robert Mugabe Re-
elected In Zimbabwe



Hillary Clinton threatens
to “obliterate” Iran



IPhone OS 2



Introduction of EAS
support and
Configuration Profiles



My first big 10S
deployment
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John's iPhane & .
iPhone 6s
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Settings
A Phone Number: +1 {(408) 555-0841 Your iPhone software is up to date. iTunes will automatically
I Aups Serial Number: XOXXXX0O0XXX0 check for an update again on 9/22/16.
Music
B Movies Check for Update Restore iPhone...
] TV Shaws
'@ Podcasts
=] Photos
5 Backups
i) Info
n My Device utomatically p nually Back Up a estore
On My D A ically Back U Manually Back Up and R
J1 Music € iCloud Manually back up your iPhone to this computer or restore a
B Movies Back up the most important data on your iPhene to backup stored on this computer.
] TV Shows Sk Back Up Now Rastora Backup...
This computer
B8 Books A tull backup of your iPhone will be stored on this Latest Backups:
] Audiobooks computer. Yeaterday 10:09 AM to iCloud
,:] Tones Encrypt iPhone backup Today 9:41 AM ta this computer
P This will allow account passworos, Health, and HomeKit data to
=/’ Purchased be backed up.
Change Password...
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Hotmall



The 1st Gen Of
Management 100Is



IPhone Configuration
Utility



B Devices
3 Aoplications
L Provisioning Profiles

Configuration Profiles

Device Functionality
[nable use of device features

o Asiow instatling apps
o Allow use of camera
o Allow FaceTime
o ANow screen capture
M Alow automatic sync while roaming
o Allow voice dialing
o Allow In App Purchase
o Allow muttiplayer gaming
M Alow adding Gamse Center friends
[ Force encrypted backups

Applications
Enable access 10 applications on the device

o Alow use of YouTube
o ANow use of iTunes Music Store
o Allow use of Safari
W Enable autohll
(] Force frand warning
o Enable Javascript
|| Block pop-ups
Accept cookies




Apple Configurator
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Profiles



<?xml version«"1.0" encoding«"UTF-4"2>

<|DOCTYPE plist PUBLIC “-//Apple//DTD PLIST 1.0//EN" "natp://wwvi.apple.comy/DTDs/PrepertyList- 1.0.cnd™ >

<plist version="1.0">

<dict>

<key>PayloadContent < /key >
<array>
<gict>

<key>Autoloin</key >
<true/>
<key>EncryptionType</key>
<String>WPA2</string>
<key>HIDDEN_NETWORK < /key >
<false/ >
<key>IsHotspot < /key >
<false!>
<key>Password</key >
<string>2 1432432423 </string >
<key>PayladDescription</key >
<string >Configures W-Fl settings</string>
<key>PaylbadDisplayhName< /key >
<string >WIFi</string >
<key > Payloadldentifier</key >



O Profiles

Install “Settings for Everyone"?

This profile will configure your Mac for the following: GameCenter, Media Support, Restrictions, Widget Access, System
Preferences, User Creation, Desktop, Application Access, Sharing Kit, Media Restrictions, App Store, and Network
Browsing.

Settings for Everyone
Krypted Unsigned

Received Jan 18, 2017, 1:10 PM

Settings Application Access
Widget Access
Media Restrictions
System Preferences
Network Browsing
App Store
Sharing Kit
GameCenter
Desktop
Media Support
Restrictions

User Creation

DETAILS

GameCenter

Description Game Center
Game Center True
Account Changes True
Addina Friends True

Hide Profile Cancel Continue



Can be createo
orogrammatically
(e.g. mexToProfile.py)

https://github.com/timsutton/mcxToProfile/blob/master/
mcx ToProfile.py



Can be managed
manually

http://krypted.com/mac-security/manage-profiles-from-the-
command-line-in-0s-x-10-9/



Management companies
pullt profile installers



All management was
opt-in



Then came MDM



2195
2196

Server (JSS)

APNs Server

oooooooooooooooooooooooooooooooooooo

Client Devices



APNs

MDM Server
Sends Push Notification

APNs Sends
Push Magic

MDMclient checks in with MDM Server

' ' MDMclient

MDM Server responds with action

MDM Server



An d lt MDM Architecture Diagram

Apple Push Notification Service (iOS) /
Google Cloud Messaing Service (Android) Desktop Central

WOrks, SO
Google L = !

borrowed it , o

Wake Up Device | Desktop Central Server

Image from 41
Managekngine ¢ i




The MDM Spec



‘It's always the certificates

that are a pain”
A Developer, Monday the 26th



Why Are Certiticates A
Pain’



The Certificate Chain

Apple Root Certificate Your CA

WWDR Intermediary Your SCEP (opt)

MDM Signing Certificate

Push Certificate

Device Based (DEP) Device Based (non-DEP)




The Beginning of the
Certiticate Chain

 WWDR intermediate certificate: http://

developer.apple.com/certificationauthority/
AppleWWDRCA.cer

* Apple root certificate: http://www.apple.com/
appleca/ApplelncRootCertificate.cer



http://ple.com/appleca/AppleIncRootCertificate.cer
http://ple.com/appleca/AppleIncRootCertificate.cer

Apple Root Certificate

Add Certificates

Apple Root CA

(¢ rlifievile g . .
Root certificate authority
- Expires: Friday, February 8, 2035 at 3:40:36 PM Central Standard
= Time

This certificate is valid

¥ Details

us

Apple Inc.

Apple Certification Authority
Apple Root CA

us

Apple Inc.

Apple Certification Authority
Apple Root CA




WWDR Intermediary

Add Certificates

Apple Worldwide Developer Relations Certification
Authority
Intermediate certificate authority
Expires: Tuesday, February 7, 2023 at 3:48:47 PM Central Standard
Time

This certificate is valid

¥ Details

Country US
Organization AppleInc.
Organizational Unit Apple Worldwide Developer Relations

Common Name Apple Worldwide Developer Relations Certification
Authority

Country US
Organization AppleInc.
Organizational Unit Apple Certification Authority
Common Name Apple Root CA




MDM Signing
Certificate



MDM Signing Certificate

e Establishes trust between MDM vendor/provider and
Apple to be able to do APNs

e Obtained from the iOS Provisioning portal so was
restricted to vendors

* Contains a private key, public keys and trust certificates
e Used to sign a customer’s CSR
* As with all private keys, the private key should stay private

* EXpire



jamf.net subordinate
JAMF Software Verified

Description

Signed

Installed

Settings

DETAILS

Certificate

Description
Certificate

Exnires

http://jamf.net subordinate certificate.
Per ITCM-655

JSS Built-In Signing Certificate
Jan 11, 2017, 9:42 AM

Certificate

jamf.net subordinate
JAMFNET-EAUSUBO1-CA
Nov 17. 2018. 9:47 AM



Certificate Signing
Request (CSR)



COR

Must be in DER (binary)

Signed w/ the private key of the MDM Signing Cert
Signed with SHATWIithRSA

Signature and CSR are base64 encoded

Push Certificate Request is generated as a baset4
plist



CSR (cont)

PushCertWebRequest is a file downloaded by
admins

File is uploaded to https://identity.apple.com/
pushcert

Certificate is downloaded as MDM_<VendorName>
_Certificate.pem and uploaded to the MDM solution

MDM Solution can then do Apple Push Notifications






Device ldentity
Certificate



Device |dentity Certitficate

* Used to encrypt profiles sent to devices

* Any time a device checks in, validate that the

certificate was signed against the CA as the device
includes the certificate at each checkin

 DEP devices bootstrap with a certificate signed by
Apple




APNs Token (aka Device
Token)

e String broken up, each is sent in push notifications
N binary

e Stored as 32 binary characters



With All These
Certiticates, Wat Could
Go Wrong?!7!|



Wny Do | Have 1o
Open Port 21957



Glue It Together

Command
Token length Payload length
1 1
’ 0 H 0 32 H deviceToken (binary) H 0 134 ‘ {"aps"{"alert":"You have mail!"}} ‘
Bytes: 1 2 32 2 34
(big endian) l (big endian) l

APN Token {aps”:{“mdm”:”PushMagicValue"}}

gateway.push.apple.com:2195

gateway.push.apple.com:443


gateway.push.apple.com:2195
http://gateway.push.apple.com:443

For More On APNSs

https://developer.apple.com/library/content/documentation/Networkinglnternet/
Conceptual/RemoteNoatificationsPG/CommunicatingwithAPNs.html#//apple_ref/
doc/uid/TP40008194-CH11-SW1



https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/CommunicatingwithAPNs.html#//apple_ref/doc/uid/TP40008194-CH11-SW1
https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/CommunicatingwithAPNs.html#//apple_ref/doc/uid/TP40008194-CH11-SW1
https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/CommunicatingwithAPNs.html#//apple_ref/doc/uid/TP40008194-CH11-SW1

® 0 Push Diagnostics

Push Diagnostics e ———

Push Diagnostics runs tests against Appl¢ Twocanoces server. Waiting 1o
service. This allows you to test if the netw "2c@ive push from APNs.
supports receiving push push notification

IRY -

) 5 ® A

Courier Gateway Feedback Test Push

Sending ourselves a push notification. Click here to cancel



lest It

telnet gateway.push.apple.com 2195



This Is outgoing traffic



What IP range again®

17.0.0.0/8



Feedback (port 2196)
checks It devices still
have tokens



Devices lalk Back
Over 5223



Can fall back to 443
over wWi-fl



telnet 1-courier.push.apple.com 5223



A 410 error means the device token
IS expired



Moar [roubleshooting

https://developer.apple.com/library/content/documentation/Networkinglnternet/
Conceptual/RemoteNoatificationsPG/CommunicatingwithAPNs.html#//apple_ref/
doc/uid/TP40008194-CH11-SW1



https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/CommunicatingwithAPNs.html#//apple_ref/doc/uid/TP40008194-CH11-SW1
https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/CommunicatingwithAPNs.html#//apple_ref/doc/uid/TP40008194-CH11-SW1
https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/CommunicatingwithAPNs.html#//apple_ref/doc/uid/TP40008194-CH11-SW1

Basic stufts

Making Apple Push Notification

Service Available On Your Network
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https://www.jamf.com/resources/making-apple-push-
notification-service-available-on-your-network/



https://www.jamf.com/resources/making-apple-push-notification-service-available-on-your-network/
https://www.jamf.com/resources/making-apple-push-notification-service-available-on-your-network/

/System/Library/PrivateFrameworks/
ApplePushService.framework/apsctl status

application port name: com.app le.mdmc |l ient .daemon .push .deve lopment
persistent connection status: Mo listening topics, will not send or receive push notifications
persistent connection created: Jan 26, 2817, 9:36:84 PM (8658287.48 seconds ago)
User: 8 darkWakeEnabled
token: Yes, <5ba4lals a7888a7c fes?6991 33a98d4f 29bb748c 45bfB541 6bZ2231lea Z2al7cbd3=
status change notifications: Dizabled
ipc message queue status: Ok
push notifications: a
non-push 1ipc messages: 165
last ipc action: Feb 5, 2817, 168:45:37 PM {34.88 seconds ago)
ipc messages sent: 1
last ipc message sent: Jan 26, 2817, 9:36:84 PM (868287.48 seconds ago)
ipc messages queued: 1
ipc messages waiting in queue: %
ipc messages skipped: 164
ipc messages acknowledged: 1
last ack from application: Jan 26, 2817, 9:36:84 PM (8658287.48 seconds ago)
ipc delivery success rate:




Wny can't | use my
Droxy server?



Certificate Pinning

https://www.bluecoat.com/ko/documents/download/
/1t09¢c94-7b88-4319-a/66-191c9dedde’2?



https://www.bluecoat.com/ko/documents/download/7ff09c94-7b88-4319-a766-191c9dedde22
https://www.bluecoat.com/ko/documents/download/7ff09c94-7b88-4319-a766-191c9dedde22

|s that the same for all
vendors”



Yes



f | don't open ports to
the MDM Server?



Webhook on MDM Server

Encode to Base64 format

Simply use the form below

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com
/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>

<key>RequestType</key>

<string>InstallProfile</string>

<?xml version="1.0" encoding="
<IDOCTYPE plist PUBLIC "-//Apq
PropertyList-1.0.dtd">

<plist version="1.0">

<dict> <key>Payload</key>
<key>RequestType</key> </dict<>strlng></stnng>

RN PR T

UTF-8 j (You may also select output charset.)

PD94bWwgdmVyc2Ivbj0iMS4wliBIbmNvZGluZz0iVVRGLTgiPz4NCjwhRESDVFIQRS
BwbGlzdCBQVUJMSUMgliOvLOFwcGxILySEVEQgUExJU1QgMS4wLy9F TilgimhOdH
FIQRSBwbGIzdCBQV SUM QN A6Ly93d3cuYXBwbGUuY29tLORURHMvUHJveGVydHIMaXNOLTEUMCS5kdGQiPgOK
NOdHAB Ly9 3d3cu PHBsaXNOIHZIcnNpb249IJEuMCI+DQo8ZGljdD4ANCiAgICAgICAgPGlle TSSZXF12ZX

NOVHIwZTwva2V5PgOKICAgICAgICABc3RyaW5nPkluc3RhbGxQem9maWxIPC9zd

gOKPHBsaXNOIHZ| )2HINC @ HJpbme+DQogICAgICAGIDxrZXk
ZXNOVHIwZTwva2V5PgBKICAgI(
HJpbmc+DQoglCAgICAgIDxrZ v
W5nPjwvc3RyaWsnPgOKPC9kaWNOPIANCjwvcGxpc3Q+</string>
</dict>
</plist>

<string>InstallProfile</string
<key>Payload</key>

<string>PD94bWwgdmVyc2Ivb(

J\C | VWV V O V U —\ U —\ U O V



Do | need SCEP?



SCEP

* Device uses SCEP to obtain a cert and then
communicates that cert back to us during
enrollment

 Each client recelves a unique cert

* |f certs are from SCEP they should be unique

e Can install SCEP payloads with a profile
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What It devices fall to
enroll?



The MDM Check-In
Command

https://developer.apple.com/library/content/documentation/Miscellaneous/Reference/

MobileDeviceManagementProtocolRef/2-MDM Check In Protocol/
MDM Check In Protocol..html



https://developer.apple.com/library/content/documentation/Miscellaneous/Reference/MobileDeviceManagementProtocolRef/2-MDM_Check_In_Protocol/MDM_Check_In_Protocol..html
https://developer.apple.com/library/content/documentation/Miscellaneous/Reference/MobileDeviceManagementProtocolRef/2-MDM_Check_In_Protocol/MDM_Check_In_Protocol..html
https://developer.apple.com/library/content/documentation/Miscellaneous/Reference/MobileDeviceManagementProtocolRef/2-MDM_Check_In_Protocol/MDM_Check_In_Protocol..html

What a Check-in Request

Method PUT ¥ URL apijamfnow.com
PUT api.jamfnow.com HTTP/1.1
Headers
Host: jamfnow.com
Content-Length: 1234 Content-Type: application/x-www-... User-Agent: ProfileManager-1.0 X
Content-Type: application/x-apple-as
<?xml version="1.0" encoding="UTF- BOdy

<'rXxml version="1.0" encoding="U I F-8""7>

<!DOCTYPE plist PUBLIC "/
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"

"http://www.apple.com/DTDs *hitp://www.apple.com/DTDs/PropertyList-1.0.dtd">
. . <plist version="1.0">
<plist version="1.0"> .
<dict>
<dict> <key>MessageType</key>
<string>Authenticate</string>
<key>MessageTyf <key>Topic </key>

<string>.com.jamf.as83yuptsl-1934</string>
<key>UDID</key>
<key>Topic</key> <string>...</string>
</dict>
</plist>

<string>Authentice

<string>.com.jamf,

<key>UDID</key>
Home | Github | Issues | Donate
<string>...</string:

</dict>

</plist>



Use i0S Console To View
Transactions
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/26417, 11:31:56 /M karnel|2]: ApplefRMPMUCr3rqer: fapleUSBLzbleType USEHost

AR, T2/a08) AM ptpd [Z-E]: prpr: startitrsponder

26717, 11:24:57 &M ptpd [238): Phols Library available

1726017, 11:24:57 AM ptpd/232]1: PP i~te~facc has been activatcd at high speod.

ALY, TNzAmhB AM syslog_relay[2e2]: sysicg_relay faund the ASI prompT. StArTIng...

/26717, 11:21:59 /M ptpd [23E]: d¥A8 SLurage sllocaled/var Snooile/Medic

tined [2]: [Natr ) (archiee: Recoaved time #1252 081F 1005 :00+54 . H8 Trom "Mah1 1l ockdown”
26717, 11:25:00 &M timed |S2]: (Nuls ) CoreTire: Wenl aclive Linme Zn 33.43ni0. Need sclive Line in 8325 1Qumin. Resainivyg relry incervel: 14, 8435350un.
1726217, 11:35:0Z /M timed|S31: Note ) CoreTire: Currant ncc: '® simulated:*s’,
)

ALY, TNl AM timed [NE]: [Nnt= ) larslire: Recmived tiacrone CAnecicadCRicagn’ tran YNabilelackoown' w1ttt nee B
/26217, 21:23:02 /M UserBventdgent [23); validaleAndAddDe "aull: {won. gople, Lopsc b End Tine (L0f) = noe (5072/4321.0) =«
DACKZROUND _TAZK_AGENT_JOD_WIN2OW_MAS_TIMC_FRIM_NOW _SCC [3024300.0) + DJACKGRDUNC_TASYL_AGCN™_JOJ_TIMC_ERSCR_MARGIN (300.2)
1726217, 11:35:02 /M timed|531: !Errcr) CoreTire: Errar ~eque:tlng prozctive tire chez< job

ALY, Tzl AM o Anstalld [3H] 0 Ba et R2E ~[MChisncConnacTion Tackupliniacsta . sdMathOptians:complatian:]: aakup cTinstall=d ~enqu=sted hy atc [p=d 441
with ¢ptons (null)

/20217, 21:272:02 &M andemandd [1G8): -[0DRDacxgrounddaintenancze startlackgrouncMaintzrarcelperzzions)

/26417, 11:33:26 /M kernell2]: IOVicczssoryMznager::canfigurefllowedFzatures: tristar: revoking mask-@xf+=f

ALY, TNz AM daptranspartd [2] D ClapEartApp 21NRes: Goth tinsr Tinenat canplsted an pATLEPartzPx12c¢01E4m 8, part 11D rownsTrean aneT

https://lemonjar.com/iosconsole/



Authenticate

Verity that a device can enroll



Authenticate

Name

Messagelype: Authenticate

Model Name

odel |dentifier

Topic

Serial Number

UDID

Operating System

OSVersion

Disk Size
BuildVersion Disk Available
ProductName Passcode
. Activation Lock
SerialNumber

Wi-Fi MAC Address

IMEI

Bluetooth MAC Address

M E | D Last Inventoried

Last Checked In

iPad

iPad mini Retina (2nd Generation) (Wi-Fi)

iPad4.4

DLXM60CJFCMS

iOS 8 (8.2 Build: 12D508)

Turned On

Turned Off

6C:/0:9F.00:36:92

6C:/0:9F.00:36:93

Apr14, 2015 9:08 AM



200 = Success
401 = Fallure



What it a device stops
responding to MDM
commands”?



TokenUpdate

Updates token used to communicate with server (push
magic and APNs token)



TokenUpdate

Message lype: TokenUpdate

Topic (must match push notification cert)
UDID

Token

PushMagic

UnlockToken

Awaiting-Configuration (for DEP - send commands during
bootstrap)



CheckOut

Device sends a command that it's leaving management



CheckOut

e Best effort...

 Messagelype: CheckOut
e JopiC

 UDID



Can | change the URL
of my MDM Server?



Mobile Device Management

Description

JAMF Manual Enroliment Payload: MDM

Server https://fjamf.jamfcloud.com//computer/

Topic

Rights

mdm '

com.apple.mgmt.External.f79de7cb-037
e-4d99-ad58-8522800f1ee

Erase all data on this computer

Add or remove configuration profiles
Add or remove provisioning profiles
Lock screen

Change settings

Application and media management
Query security information

Query restrictions

Query computer information

Query network configuration



NO Service =+ 3:31PM i 99% e

< JAMF Manual Enroliment Payl...

Server URL https://
jamf.jamfcloud.com/mdm/
ServerURL

Topic com.apple.mgmt.External.f79ce
7cb-037e-4d99-
ad58-8522800f1ee’

Use Development APNS No
Check-in URL https://

jamf.jamfcloud.com/
mdm/CheckIinUKL

Sign Messages Yes
Check Out Yes
RIGHTS

Lock device and remove passcode

P —



Commands



Activation Lock
Bypass

EscrowKeyUnlock



File\Wave

MDM commands

Mobile security Device security
AirPlay Clear passcode Lock device Selective wipe Erase device
Send notification Activation Lock Bypass @
GPS location Disable activation lock Show bypass code

Activation lock disabled!



X-ADM-Auth-Session

File Authentication Headers View Favorite Requests Setting RESTCI ient

[-] Request

Method POST ¥  URL | https://deviceservices-external.apple.com/deviceservicesworkers/escrowKeyUnlock&serial=1" % W m
Headers fl Remove All
User-Agent: ProfileManager-1.0 X X-Server-Protocol-Version: 2 X Content-Type: application/x-www-...

Body

X-ADM-Auth-Session: 62a391111b8d8721ab88219f11115b1d1111ac11111f909
escrowKey=asdfjkl&orgName=krypted+inc&guid=01234

V7

J

Home | Github | Issues | Donate Back to top



How'd we get that code”

ActivationLockBypassCode
Obtained at enrollment
It Supervised

Then you can EscrowKeyUnlock



Settings



LI micromdm / mdm @Watch 3  %Star 4  YFork 4

<> Code (D lIssues 1 1) Pull requests 1 I'l| Projects © 4~ Pulse 1l Graphs
Branch: master v mdm / settings.go Find file  Copy path
" mosen Complete listing of MDM Commands as structs (#6) 1b3e@ed on Oct 5, 2016

1 contributor

53 lines (41 sloc) 1.83 KB Raw Blame | History [J o 1]

package mdm

// All of these settings are changed by sending the “Settings™ command.

1

2

3

4

5  type Setting struct {
6 Item string “json:"item""
7

8

9

type VoiceRoamingSetting struct {

10 Setting

11 Enabled bool “json:"enabled"®
12}

13

14 type PersonalHotspotSetting struct {
15 Setting

16 Enabled bool “json:"enabled"®
17  }



AirWatch Profiles

Restrictions Profile

) Ganersl ) )
Restrictions

L Passcede

DEVICE FUNCTIONALITY

I LDAP
1) CelDay NI i e Y
‘4] Subscribed Calendars
L=] CerdDAY
3% Web Clige

J Credenzials

SCEP

Clobal HTTP Procy

”) Costent Filter

3 Managed Domaing

Add Version Save § Pukiish Cancel




Delete Profiles



Favurile Requests - Salling - RESTClient

Fle ~  Autbenlication - Heasders -~ View -
[-] Request

Method DELETE ¥  URL ntips://mdmerrolimeni.apple.com/profile/devices v m

Body

DELETE /profile/devices HTTP/1.1
User-Agen::ProfileManager-1.0
X-Server Protoocel Version:2
Content-Type: application/json;charset=UTF8
Content-Length: 35
X-ADM-Auth-Session: 87a235815b8d6661ac73329175815b3c6661ac733291815
{
'devices":["ABTNSO00HAOLM", "ABCD0O00AL1AB"]
}

/
I’/f

Home | Github | Issues | Donate Back to top



Does the MDM inventory
contain app information”



VPP



What's In The stoken



Stoken

e eydOb2tlbuKANTrigd ThYWFhUnpw TEVOYWFhYStuc3hDZH
dyY3QwUmp3ZGI TmFhnYWFUWXE4VVAyc2hSYTBMUNVG
cVpQMOpLQMJUTWxDSE42/ZzNtc1JeWVIQbVVKVXJIBS2x
3PTOILCJleHBEYXRIjoiMjAXNiIOWNCOyMVQxMjowNzozMi0
WNzAwliwib3dnTmFtZeKANTrigd 1renlwdGVKLIIWMTAXMTE
AMDAItQ==

e pbaseb4 -I stoken

» {"token”:"aaaaRzplLEtaaaa+nsxCdwrctORjwdicNaaaalYqg8

UP2shRaOLRuFgZP3JKBbTMICHNBg3mMsRzYYPmMUdUrAK
w==""expDate"."2016-04-211712:07:32-0700","orgName™:”

Krypted.2010111800"}




The VPP Service

Mostly per-device and per-user
Some places buy 10k copies of free apps
Syncs all data back

For privacy, VPP endpoint doesn't know which user
s which (we get a hash)

If the service isn't available a GUI might go
unresponsive



Polling VPP Is Weiro

v [ itunes.rest
» [E1data
» [S1internal

€ & ITunesAPI
G & ITunesutil




Who wants to talk
about DEP?



System Settings

Global Management

Computer Management
Mobile Device Management
User Management

Network Organization

JSS Information

& mdm.fundk.com:8443/deviceEnrolimentPrograminstances.htm . (4] h D
In2White FAKv ®@v Easyv Xv Wetterv DigtalFotov 0v Beliebtv EasyEvent MoblleMe-Anmeldung I +
Computers Mobile Devices Users Full JSs v jssadmin v m

Device Enrollment Program

Name Computers Assigned Mobile Devices Assigned Site

DEP FundK 0 50 FundK



Best Practices



Make sure to open
those ports



Use Profile Manager
For Comparison Testing



No profile contlicts



Who's enrolling”!”!



Use libimobiledevice

http://krypted.com/uncategorized/command-line-ios-
device-management/



http://krypted.com/uncategorized/command-line-ios-device-management/
http://krypted.com/uncategorized/command-line-ios-device-management/

Resources

 MDM Protocol Reference: https://developer.apple.com/
ibrary/content/documentation/Miscellaneous/
Reterence/MobileDeviceManagementProtocolRef/1-
ntroduction/Introduction.html#//apple_ref/doc/uid/
TP40017387-CH1-SWH

e Security Concepts: https://developer.apple.com/library/
content/documentation/Networkinglnternet/Conceptual/
IPhoneOTAConfiguration/OTASecurity/OTASecurity.html

* MicroMDM: https://github.com/micromdm



https://developer.apple.com/library/content/documentation/Miscellaneous/Reference/MobileDeviceManagementProtocolRef/1-Introduction/Introduction.html#//apple_ref/doc/uid/TP40017387-CH1-SW1
https://developer.apple.com/library/content/documentation/Miscellaneous/Reference/MobileDeviceManagementProtocolRef/1-Introduction/Introduction.html#//apple_ref/doc/uid/TP40017387-CH1-SW1
https://developer.apple.com/library/content/documentation/Miscellaneous/Reference/MobileDeviceManagementProtocolRef/1-Introduction/Introduction.html#//apple_ref/doc/uid/TP40017387-CH1-SW1
https://developer.apple.com/library/content/documentation/Miscellaneous/Reference/MobileDeviceManagementProtocolRef/1-Introduction/Introduction.html#//apple_ref/doc/uid/TP40017387-CH1-SW1
https://developer.apple.com/library/content/documentation/Miscellaneous/Reference/MobileDeviceManagementProtocolRef/1-Introduction/Introduction.html#//apple_ref/doc/uid/TP40017387-CH1-SW1
https://developer.apple.com/library/content/documentation/Miscellaneous/Reference/MobileDeviceManagementProtocolRef/1-Introduction/Introduction.html#//apple_ref/doc/uid/TP40017387-CH1-SW1
https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/iPhoneOTAConfiguration/OTASecurity/OTASecurity.html
https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/iPhoneOTAConfiguration/OTASecurity/OTASecurity.html
https://developer.apple.com/library/content/documentation/NetworkingInternet/Conceptual/iPhoneOTAConfiguration/OTASecurity/OTASecurity.html
https://github.com/micromdm

Resources

 Enhanced APNs API: https://developer.apple.com/
ibrary/ios/documentation/Networkinglnternet/
Conceptual/RemoteNotificationsPG/Chapters/
APNsProviderAPl.html#//apple_ref/doc/uid/
TP40008194-CH101-SW1

* enterpriseios.com



https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/Chapters/APNsProviderAPI.html#//apple_ref/doc/uid/TP40008194-CH101-SW1
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/Chapters/APNsProviderAPI.html#//apple_ref/doc/uid/TP40008194-CH101-SW1
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/Chapters/APNsProviderAPI.html#//apple_ref/doc/uid/TP40008194-CH101-SW1
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/Chapters/APNsProviderAPI.html#//apple_ref/doc/uid/TP40008194-CH101-SW1
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/Chapters/APNsProviderAPI.html#//apple_ref/doc/uid/TP40008194-CH101-SW1
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/RemoteNotificationsPG/Chapters/APNsProviderAPI.html#//apple_ref/doc/uid/TP40008194-CH101-SW1
http://enterpriseios.com

Client-side
configuration options

defaults write /Library/Preferences/com.apple.mdmclient
BypassPreLoginCheck -bool YES



Q&A



Thank you!



