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® Charles Edge, MCSE, CCNA, ACSA, Network+

® Partner, Threel8 - Consulting firm in Santa
Monica, California

® Author, Mac Tiger Server Little Black Book and
Web Admin Scripting Black Book
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=IMac and *nix

® Xcode, AppleScript Studio and Web languages
offers a development environment that is fairly
easy to pick up and robust.

® OS X has X11, bash/tcsh/sh built in

® OS X has most of the same CLI stuff that most
flavors of BSD and Linux. AlX/Solaris gurus
might have more differences to learn

® Most CLI tools have GUI apps either available
on the web or in the OS, such as Kerberos
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=IMac and *nix

® Much of the OS is similar but there are some
key differences:

® rc.local and rc.common are not meant to be
changed, launchd is meant to be used

® Darwin is open source but Aqua (the GUI) is
not — Apple is aggressive about this

® Not all packages have been ported

® Darwinports can be used to find lots of
software that has already been ported
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[EMac OS X Server

® Essentially Mac OS X
Server is a FreeBSD
server with a Netlnfo
database that acts
like a Windows
Registry

® Very similar to
Webmin but with a
larger user base

Computers & Services
v @ Charles.local

@ AFP
& Application Server
@ DHCP

@l AppleShare IP Migration @ DS
& Firewall

Fibre Channel Utility @ FTP
L Gareway Setup Assistant @ iChat
= MySQL Manager @ Mail
%5 QTSS Publisher @ NAT
RAID Admin ® Netloot
3 Server Admin s
Li{ Server Assistant Er?:tn pirectory
. Server Monitor & QuickTime Streaming
= System Image Utility @ Software Update
._ﬁ__f Workgroup Manager @ VPN

48 Xarid Admin @ Web

& ¥san Admin & WebObjects
- = Windows

& Xogrid
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Ceneral Options Realms

: ’ - 0 In
} \ a C I l e Enable these options: _ Folder Listing
~ WebDAV
— @ CGl Execution

| WebMail
W Server Side Includes (S51)

@ Performance Cache

® Apache 1.3.33

® SSI, PHP, Perl, Tomcat, Ruby can be enabled by
clicking a checkbox

® Performance Cache, realms and virtual hosts
are easily setup as well

® WebDAYV can be used as a more secure
alternative to providing FTP-style access to
remote users
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MySQL

® Distrib 4.1.13a

® Every client I've worked on so far that uses MySQL
on Mac servers also uses phpMyAdmin to
administer the server

® MySQL can be turned on by simply assigning a
root password and clicking on the Start button

® You can easily upgrade to the latest version of
MySQL using DarwinPorts

| Start | Start MySQL service now.

Install default files needed by MySQL se

New MySOL root password: sssssss



=1Mail Services

® Easy GUI for Postfix

® Manage multiple
domains from a GUI

® SpamAssassin and
ClamAV are built in

® MailMan services
available with a click

® Automatically
update virus and
spam databases

Ceneral Relay | Filters

Quotas  Mailing Lists  Logging  Advanced

@ Scan email for junk mail

Minimum junk mail score:
Least Modarate Most

# | locales: en

Accepted languages: en fr de ja

Junk mail messages should be: Bounced e !

@ Send notification to: spam-admin@threel8.com

@ Scan email for viruses

Infected messages should be: Deleted - !

E Send notification to:  virus-admin@threel8.com
@ MNotify recipients

@ Update the Junk mail and virus database 1 time(s) every day.

Last Update: Wednesday, March 15, 2006 2:49:24 AM America/Los_Angeles
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[ESam ba

® Version 3.0.10
enabled just by
clicking start

® Share files with
Windows stations
easily

® Rather than creating
share points in a
configuration file
you can use a GUI

Ceneral Access | Protocols | Network Mount

- Windows File Settings

W Share this item using SME
W Allow SMB guest access

Custom SMB name:
Users

E Enable oplocks
W Enable strict locking

Default permissions for new files and folders

) Inherit permissions from parent
_ Assign as follows:

Owner Read & Write =- J

Group Read Only

Everyone Read Only
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[ﬁSam ba

® NTLMvZ2, NTLM, LAN
Manager enabled by
default

® Enable PDC or BDC

for NT 4.0 style
domain services

® Works with Active
Directory and has a
migration wizard
from NT 4.0 based
domains

[ Ceneral | Access Logging  Advanced

Role + Standalone Server B
Domain Member

Primary Domain Controller (PDC) Des

Backup Domain Controller (BDC)
T —

Description: Server
Computer Name: Server

Workgroup: -Three 18
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=3Print Server

¢ By default cu de <+ Editing: hp color Laserjet 3700 (00306EFCEAS9)

listens on all
Printer: hp_color_Laser]et_3700__00306EFCEAS9_

adapters Kind: HP Color Laserjet 3700

Sharing Name: hp color Laser)et 3700 (O0306EFCEAS9)

N Prlnters Can be Prntﬂ{DI:@IF’P
shared and reshared ¥ AppleTalk

W LPR

over any prOtOCOI — W Show name in Bonjour
including LPR, SMB ¥ sme

SME sharing requires Windows services.

an d I PP : E Enforce guotas for this queue

Use the Workgroup Manager application to set up
quotas for each user.

® Printer quotas can e —
be configured for ’
users or groups
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lﬁ iIChat Server

| A8

® iChat Server uses
Jabber (1.x) to
provide audio, video
and text messaging

> SSL Certiﬁcates help Welcome Message: Welcome to the iChat service at Threel18.
keep things safe

® Jabber can run for
multiple domains 5L Certificate: | Defaul
helping to separate
departments
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Directory Services

® OpenLDAP, SASL,
Kerberos and other
Directory Service
Standards

incorporated as
Open Directory

® Works with Active
Directory

® Allows for shared
username and
password databases

Disable login:

Password must:

|

Ceneral Protocols | Policy

! Passwords Binding Security

__on specific date
! after using it for 0 days

E after inactive for 7 days

E after user makes 3 failed attempts

E differ from account name
E contain at least one letter
@ contain at least one numeric character
W be reset on first user login
E contain at least .3 | characters

E differ from last .3 | passwords used

¥ be reset every 4 weeks B

User account settings may override global policies.
Administrators are exempt.
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Directory Services

® Using the Active
Directory Plug-in

YOUu can cross-realm

with AD

® You can also cross-
realm with Sun ONE
and iPlanet

® |In a cross-realmed
environment one
directory service is
used for authenti

Disable login:

Password must:

|

Ceneral Protocols | Policy

! Passwords Binding Security

__on specific date
! after using it for 0 days

E after inactive for 7 days

E after user makes 3 failed attempts

E differ from account name
E contain at least one letter
@ contain at least one numeric character
W be reset on first user login
E contain at least .3 | characters

E differ from last .3 | passwords used

¥ be reset every 4 weeks B

User account settings may override global policies.
Administrators are exempt.
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DNS

® DNS services are IP Address: 64.60.74.118
easy to configure

Name: www

° You can still use the "2
configuration files

pop.threel8.com

o T|ger Se rver mail.threel8.com

Aliases: threelB8.com +

smtp.threel8.com

represents a change
in the way that ¥ This machine is a mail server for the zone
Apple views DNS -  Mail Server Precedence: |10
IPs get names, Hardware Info: Web Server

names don’t get IPs

318.COM



DHCP

® DHCP is easy to
SEtup and use ;E Editing: Subnet 1

[ General = DN5  LDAP |

o LDAP Settlngs Can be SuhnetHamE:.Suhnetl

deployed
dynamica”y Ending IP Address: 192.168.7.150

Subnet Mask: .255.255.255.0

i OS X Se rver Can run Network Interface: enl T!
Multiple subnets on Router: 192.168.7.1

Starting IP Address: .192.158.?.50

Lease Time: 4

one Network
Interface
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[5 Firewall and NAT

® Apple provides the
Gateway Setup Stealth Mode: (¥ Enable for TCP
Assistant to help ™ Enable for UDP

With stealth mode enabled, clients trying to conmect to closed ports

S Et u p NAT do not get failure notifications.

Advanced Rules:

- Address Groups  Services Logging | Advanced 1'

Enabled Mumber Action orts Source Destination

® IPFW rules can easily L8 J8 s i
be copied between szl AL C T
systems and written
using a GUI

1040 allow 536,537 tast any
@ 63200 deny any any in icmptypes 0,8
@ 63300 deny any any in
@ 65000 deny any any in setup

@ 65534 deny

EQENENEANI

® Dummynet can be
used to shape traffic
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VPN

® Open Source VPN
Standards (openVPN)
easily configured

'_ L2TP | PPTP Logging Client Information

® Supports PPTP and

E Enable L2TP over |Psec

L2 TP Starting IP address: | 192.168.3.10

Ending IP address: | 192.168.3.80

< SZSVpn a”OWS PPP Authentication: M5-CHAPv2
admins to configure PSec Authentication
site based VPNs - i
not the greatest
feature in the
world...
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® TNFTP is installed by
default

® Apple has integrated

the ftpusers file into
Netinfo allowing you
to use a GUI to
restrict traffic for

FTP users to specific
folders

' Agent | Controller

W Enable agent service

Controller:
f*) Use first available controller

_ Use a specific controller:

Agent accepts tasks:
: Only when this computer is idle
) Always

Controller Authentication:

Password

The controller must authenticate to this agent with the password above.

'ﬂgent ~ Controller !

W Enable controller service

Client Authentication:

Password

(1
"-! (IR R R R R R R R RR N LR

Clients must authenticate to the controller using the password above.

Agent Authentication:

Password

The controller will authenticate to agents with the password above.
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QuickTime Streaming

' Ceneral | Access IP Bindings Relays Logaging

® QT Broadcaster has
Ilve broadcaStS Of Maximummnnectinns:llﬂﬂﬂ
Video and aUdIO, Maximum throughput: 10000  Mbps Tll
aCtIng aS a radlo Or O 7 QuickTime Broadcaster
television station

Media directory: | {Library/QuickTimeStreaming/Movies/

® QuickTime can also
store audio and
video for on demand

Broadcast

® Protect audio/video

Audio: ' 3G - UMTS

Video:

¢ Linux compat.

. Show Details -
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NetBoot

® Use a centralized
Image store to run
multiple systems

® Client systems boot
to different images
for different roles

® Clients home folders
are stored in Open
Directory

Images and Related Services

3 Running & Stopped

Image Type Enabled AFP NFS HTTP DHCP

NetBoot Mac O5 X

NetBoot Mac OS X (diskless)
Network Install Mac O5 X
NetBoot Mac O5 9

Mac OS5 X diskless NetBoot and Mac OS5 9 images require AFP. Mac 05 X
images require either HTTP or NFSs. DHCP is required only if this server
assigns IP Addresses.
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Questions and Answers




